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ePER — Getting a Level 2 eAuthentication Account



ePER — eAuth

e Accessing RDApply requires a Level 2 eAuth account. eAuth is the
Security System that RDApply and many of the USDA Public applications
utilize for access.

* Engineers can access via the eAuth Page by clicking Register
(https://identitymanager.eems.usda.gov/registration/selfRegistrationFor
m.aspx?level=2)

e or by going directly to ePER at https://eper.sc.egov.usda.gov



https://identitymanager.eems.usda.gov/registration/selfRegistrationForm.aspx?level=2
https://eper.sc.egov.usda.gov/

ePER — eAuth

e The USDA eAuth Login Screen is presented.
* If the Engineer does not have an account, then they will click REGISTER.

United States Department of Agriculiure

us
ﬁ USDA eAuthentication

| About eAuthentication : Help  ContactUs | Find an LRA

i - = ¥ou are here: sfAuthentication Ho = eAuthentication Login
Quick Links

b What is an account?
¢+ Craate an account
b Update your account LincPass (PIV) ? User ID & Password ?

Administrator Links

¥ Local Registration
Authority Login
~

User ID:

Password:

I forgot my User ID | Password

REGISTER LOGIN

Change my Password

LincPass (PIV)




ePER — eAuth Registration

* The Engineer will need to select Register for a Level 2 Account.

About eAuthentication Contact Us Find an LRA

¥ou are here: sAuthentication > Account Creation

Create an Account - Getting Started

§ Quick Links

USDA Federal Employees, Contractors, & Affiliates
If you are a USDA Federal Employee, Contractor, or Affiliate of the

Administrator Links

¢ Local Registration
Authority Login UsDA, you must register for a USDA Internal Account.

[Hegister for an Internal Account ]

USDA Customers - What Level of Access Do You Need?

Request Level 1 Access to:
= Wisit a USDA web page that indicates a Level 1 account is necessary
= Obtain general information about the USDA or its agencies
= Participate in public surveys for a USDA agency

[Ilegister for a Level 1 Account ]

Request Level 2 Access to:
= Submit official business transactions via the Internet
= Enter into a contract with the USDA
= Submit forms or applications for the USDA via the Internet

[Be-gisler for a Level 2 Account ]

Changing from Level 1 Access to Level 2 Access

If yvou already hawve a Lewvel 1 account and require Lewvel 2 access:

1. Log into your profile
2. Fill in and submit the required information
3. Visit vour Local Registration Authority (LRA)

[Log into Your Profile ]




ePER — eAuth Registration

* The Engineer will need to enter the required fields.

USDA United Slakés Dapartment o1 Agrcufture.
S USDA eAuthentication

Find an LRA

¥ou are here: sAuthentication > Account Creation = Account Request Form
Register for Your Account - Level 2

Form Approved OMB No. 0503-0014

Quick Links

+ R

A Step 1 of 5 - Level 2 Access A sgistrat

e the information below to create a USDA

+ Local Ragistration USDA customers should compl
Authority Login eAuthentication account. Please read the eAuthentication Privacy Act
Statement and Public Burden Statement for more information on how your

P I information will be p

Al required fields are red and marked by an asterisk {i.e. * ). Enter your first
and last name exactly as it appears an your Government issued photo ID (e.g.

state driver's license). b

Mote: The characters < » * : | are not allowed on this form (the character: is

allowed for password only).

User Information
_feguired Freld®
Eirst Name* ﬁ|

Middle Initial

Last Name*

Address®

Ciny*

State* Select... it

Zip/Postal Code*
United States

Country*




ePER — eAuth Registration

 Once the Account is created, the Engineer will receive an Email to Enable the
Account.

eAuthentication: Action Required - Instructions to Activate Your USDA Account with Level 2 Access Inbox  x = B
DoNotReply.ICAM@ocio.usda.gov Jan 23 (3 days ago) L R
tome -

.

“** Please do not reply to this email. For assistance see below
Step 4 of 5 - Instructions to Activate Your USDA Account with Level 2 Access
Congratulations you have successfully created a USDA eAuthentication account.
Before you can use your account with Level 2 access you must do the following:

1. Click ACTIVATE MY ACCOUNT
2. When you have activated your account, you will be prompted to select one of the following options to verify your identity:

= Option 1: Online Self-Service (Recommended) - Selecting this option will take you to the USDA online Identity verification application
= Option 2: In-person Identity Verification - For in-person identity verification, you will need to present a govemment issued photo |D (e.g. state-issued driver's license) to a Local Registration Authority (LRA). Most LRAs are
located at a USDA Service Center office.

The User 1D you created is: l}
The email address you provided is:

Please retain this information for future reference.
If you need further assistance, please contact the eAuthentication Help Desk at eAuthHelpDesk@fte usda.gov or call 800-457-3642 (Option 1).
Please include the following information in your request:

+ Your first and last name

+ Your eAuthentication User ID

« The URL (web address) of the website or application you were pting to access
+ The text of any error messages and a detailed description of the problem

If you have trouble accessing your activation link above, please copy and paste the following URL into your browser address bar:

hitps:ifwww cert eauth usda goviregistration/selfRegistrationActivation aspx?ID=CCE27DE2DD1B4D0BACATDI0680957495

Thank You,
- The USDA eAuthentication Team

 The Engineer will need to click the AC




ePER — eAuth Level 2

 Once the Engineer activates the Account, they will received a second email.
The Account is activated but the Engineers lIdentity still needs validated.

eAuthentication: FY| - Customer Account Activation Successful Inbox  x = H
DoNotReply.ICAM@ocio.usda.gov Jan 23 (3 days ago) - v
to me =

e

*** Please do not reply to this email. For assistance see below
Customer Account Activation Successful
Congratulations you have successfully activated your USDA eAuthentication account.
You may need to wait up to 10 minutes from the receipt of this email before you can use this account to access eAuthentication-protected applications.
Please remember that you must verify your identity before you can use your account to access applications requinng Level 2 assurance. If you have not completed this step, please select one of the following options:
Option 1: Online Self-Service (Recommended) - Clicking this link will take you to the USDA online identity verification application

Option 2: In-person |dentity Verification - For in-person identity verification, you will need to present a government issued photo ID (e.g. state-issued driver's license) to a Local Registration Authority (LRA). Most LRAs are located at
a USDA Service Center office. To find the nearest USDA Service Center office, go to http://offices sc egov.usda govllocator/app?type=Ira.

We recommend that you call ahead to ensure that an employee trained as a USDA LRA will be available when you plan to visit the Service Center.
For additional information, click here to review our Frequently Asked Questions, or for information regarding eAuthentication applications, click here to review our Contact Us page.

Thank You,
-- The USDA eAuthentication Team

 The Engineer can either use the Onlin




ePER — eAuth Level 2

o After clicking the Online Self Service link, and logging back, the Engineer
will see the following screen:

USDA united Siates Depanment o Agricuiture
s USDA eAuthentication

By clicking the "| AGREE" button, you are providing written consent to the United States Department of Agriculture (USDA) under
the Fair Credit Reporting Act authorizing the USDA to determine your identity based on information from your personal credit profile
or other information from Experian. By clicking "I AGREE", you agree to the Terms of Service, and you authorize the USDA to
obtain such information solely to verify your identity for the purpose of avoiding fraudulent transactions in your name.

Terms of Service

* Click the | AGREE button




ePER — Online Identity Proofing

 Electing to verify online will present the following page asking for SSN Number.
Step 1 - Validate |dentity

Verify eAuthentication Profile Data

Please verify that the information below is correct before clicking Submit. If you need to correct your information, click here to

update your eAuthentication profile. Once you have updated your profile, please return to this page to complete the identity
verification process.

First Name: Last Name:
Address: City:
State: Country:
Zipcode: Birth Date:
Email:

To start the process you must enter your complete 9-digit Social Security Number (SSN) without spaces or dashes.
For example: 123456689. Once you have entered your SSN, click the “Submit” button to continue.

Social Security Number(SSN)* [Enter SSN

Note - Your SSN is used as a temporary part of the online identity validation process. The AAA application does not store or uses
your SSN beyond the validation of identity.

e PLEASE NOTE: The Engineer must enter their SSN, not the Company’s TIN.




ePER — Online ldentity Proofing

* The Engineer will then respond to a series of identification questions.

Step 2 - Validate Identity

You must validate your identity to ensure you are who you say you are, and to prevent unauthorized access to your account

information. To validate your identity online, answer the following questions. All questions must be answered before you can
continue.

Note: The questions are provided by a nationally known third party identify proofing service. The questions and answers are not
retained by USDA .

Which state is associated with your relative SARAH?

©) NONE OF THE ABOVE/DOES NOT APPLY

You may have opened a mortgage loan in or around October 2015. Please select the dollar amount range in which your monthly
mortgage payment falls. Refer only to the regular monthly payment which includes principal, interest, and escrow (escrow could

include taxes and insurance if collected by lender). If you have not had a mortgage payment now or in the past, please select 'NONE
OF THE ABOVE/DOES NOT APPLY".

© $510 - $809
© $810-$1109
© $1110 - $1409

Which of the following is a current or previous employer? If there is not a matched employer name, please select 'NONE OF THE
ABOVE'.

@ USDA

@ BELL ATLANTIC

© COMFORT INN

© ZEE BUICK

© NONE OF THE ABOVE/DOES NOT APPLY

Please select the year you opened your auto loan or lease ending in 0001.

© 2011
© 2012
© 2013
© 2014
=) NONE OF THE ABOVE/DOES NOT APPLY

Please select the range that includes the year you graduated from high school.

© 1989 - 1991
@ 1992 - 1994
@) 1995 - 1997
@ 1998 - 2000
@ NONE OF THE ABOVE/DOES NOT APPLY




ePER — Online ldentity Proofing

o After the Engineer answers the questions, the system processes the
responses, and if successful the account is upgraded to Level 2

Identity Verification - Success

Congratulations! Your identity has been validated and your eAuthentication account is now being promoted to Level 2. This process
may take a few minutes to complete. You will receive a confirmation email from the USDA eAuthentication Service at the email

address you provided once the action is complete.

After you have received the confirmation email, you will be ready to use your Level 2 account to log in to USDA applications.

e If it was not successful, the Engineer will be allowed to
different set of identifying questio




ePER — Accessing the System

* Once the Engineer has a Level 2 Account, they can now access ePER
(https://eper.sc.egov.usda.gov)

LJ_S DA United States Department of Agriculture PRELIMINARY
"‘—/""" Rural Development e P E R ENGINEERING
REPORT
You are logged in as: | Logout
Add New PER [
Search Results

Report Number Client Lead Engineer Firm IIIame Date Initiated Date Completed Action



https://rdapply.usda.gov/

ePER — Accessing the System

* If the Engineer attempts to access ePER with a Level 1 eAuth Account
they will see the following:

USDA United Stales Department of Agriculture
ﬁ USDA eAuthentication

eAuthentication Status
b What is an account?

b Create an account
sl'j " | Want To...

> Update your a Application Access Denied.
o Ch P rd
Administrator Links Your eAuth login has been accepted, but there is an issue megs Hy Rassws
with your access to the application you are trying to reach. . Reset My Forgotten
b Local Registration Please contact the application helpdesk for assistance. The Password
Authority Login g:Auth helpdesk is not able to assist with application access Retrieve My Forgotten
. issues. User ID

A partial list of the USDA applications and the corresponding
support contacts may be found on our Contact Us page.

e Click here to view the Contact Us page.
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