
How to create an eAuth Level 2 account  
 

 

 

Go to: 
www.eauth.usda.gov 

 

Click on “Create an 
Account Page.” 

 

 

 

 

 

 

Request Level 2 Access: 
click on “Register for a 
Level 2 Account”  

 

 

 

 

  

http://www.eauth.usda.gov/


 

Applicant will receive a Level 2 Activation EMAIL.  The email has been 
updated to include options for identity verification.  Read thoroughly, 
then click “ACTIVATE MY ACCOUNT.”    
 

 

  



Next, the applicant will receive the following Level 2 Activation 
(Registration) web page.  The page links to the online identity 
verification application.  Please select “OPTION 1.” 

 

 

  

Important!  Select “Option 1” – Self 
Service. 

Important!  DO NOT USE Office-LRA 
Option. 

 



To continue to Identity Verification, applicant must agree to terms of 
service. 
 

 

 

 

  



The Terms of Service information: 
 

 

 

 

  



Identity Verification – Step 1 

This page is received after clicking I AGREE to the Terms of Service. The applicant can select the 
‘click here’ link to update their eAuth profile information (redirects to Identity Manager).   

The applicant must enter their SSN (it is masked), click submit. 

 

 

 

  



Identity Verification – Step 2 

For security purposes and to protect your eAuth credentials, applicant must complete this 
section. There are 5 questions on the quiz, and the applicant must answer all questions before 
clicking submit. 

 

 

  



Identity Verification – Unable to Validate Identity page 

This page is returned when the applicant has failed the identity verification process but has not 
exceeded the number of attempts allowed. They can click Go in Option 1 to retry or Go in 
Option 2 to access the Service Center Locater page.  

 

 

  



Identity Verification – Success page 

This page is returned when the applicant successfully completes the identity verification 
process.  

The eAuth profile is updated to Level 2 assurance, and an email is sent to the applicant as 
confirmation. When using the link off of the Activation Success page, the Continue button will 
take the applicant to their profile in Identity Manager.  This target is set based on what is 
included in the RelayState URL in the query string: 

 

 

  



Level 2 Account Upgrade Complete Email 

This email is sent to the applicant after successfully completing the remote identity verification 
process. 

 

 

 

  



Identity Verification – Use Limits Exceeded error page  

This error page is returned when the applicant has exceeded the number of attempts allowed 
for remote identity verification. The applicant will not be able to attempt remote identity 
verification again, and must visit an LRA in person to complete the identity verification process. 

 

 

 

 

  



Identity Verification – Already Level 2 error page 

This error page is returned when the applicant attempts to log in to the Identity Verification 
application, and they already have a Level 2 account. 

 

 

 

  



Identity Verification – Account is missing information error page 

This error page is returned when the applicant attempts to login to the Identity Verification 
application, and they have not updated their profile with the attributes necessary for Level 2. 
Then can click the Apply For Level 2 link, which will take them to the Apply for Level 2 Account 
page in Identity Manager. 

 

 

 

  



Apply for Level 2 Account Page (Identity Manager) 

Verbiage at the top was updated to identify that data entered should match Gov ID, and that 
email will be sent after submitting with instructions for identity verification. 

 

 

 

  



Level 2 Account Upgrade Request Confirmation Email  

This is the email that is sent when a applicant submits the Apply for Level 2 task in Identity 
Manager. It has been updated to include options for identity verification, and has a hyperlink to 
the Identity Verification application. 

  

 


